FREQUENTLY ASKED QUESTIONS 

ABOUT HIPAA AND THE PRIVACY RULE

Q. What does the HIPAA rule do?
A. Most health plans and providers that are covered by the new Privacy Rule must comply with the requirements by April 14, 2003. The HIPAA Privacy Rule, for the first time, creates national standards to protect individuals’ medical records and other personal health information.

· It gives patients more control over their health information.

· It sets boundaries on the use and release of health records.

· It establishes appropriate safeguards that health care providers and others must achieve to protect the privacy of health information.

· It holds violators accountable, with civil and criminal penalties that can be imposed if they violate patients’ privacy rights

· And, it strikes a balance when public responsibility supports disclosure of some forms of data—for example, to protect public health.

For patients:

· It means being able to make informed choices when seeking care and reimbursement for care based on how personal health information may be used.

· It enables patients to find out how their information may be used, and about certain disclosures of their information that have been made.

· It generally limits release of information to the minimum reasonably needed for the purpose of the disclosure.

· It generally gives patients the right to examine and obtain a copy of their own health records and to request corrections.

· It empowers individuals to control certain uses and disclosures of their health information

Q. Why is the HIPAA Privacy Rule needed?

A.  In enacting HIPAA, Congress mandated the establishment of federal standards for the privacy of individually identifiable health information.  When it comes to personal information that moves across hospitals, doctors’ offices, insurers or third party payers, and state lines, our country has relied on a patchwork of federal and state laws.  Under the patchwork of laws existing prior to adoption of HIPAA and the Privacy Rule, personal health information could be distributed, without either notice or authorization, for reasons that had nothing to do with a patient's medical treatment or health care reimbursement.  For example, unless otherwise forbidden by state or local law, without the Privacy Rule patient information held by a health plan could, without the patient’s permission, be passed on to a lender who could then deny the patient's application for a home mortgage or a credit card, or to an employer who could use it in personnel decisions.  The Privacy Rule establishes a federal floor of safeguards to protect the confidentiality of medical information.  State laws that provide stronger privacy protections will continue to apply over and above the new federal privacy standards. 


Health care providers have a strong tradition of safeguarding private health information. However, in today’s world, the old system of paper records in locked filing cabinets is not enough.  With information broadly held and transmitted electronically, the Rule provides clear standards for the protection of personal health information.

Q. Generally, what does the HIPAA Privacy Rule require the average provider or health plan to do?

A. For the average health care provider or health plan, the Privacy Rule requires activities, such as:

· Notifying patients about their privacy rights and how their information can be used.

· Adopting and implementing privacy procedures for its practice, hospital, or plan.

· Training employees so that they understand the privacy procedures.

· Designating an individual to be responsible for seeing that the privacy procedures are adopted and followed.

· Securing patient records containing individually identifiable health information so that they are not readily available to those who do not need them.

Responsible health care providers, such as the Job Corps program, and businesses already take many of the kinds of steps required by the Rule to protect patients’ privacy.  Covered entities of all types and sizes are required to comply with the Privacy Rule.  To ease the burden of complying with the new requirements, the Privacy Rule gives needed flexibility for providers and plans to create their own privacy procedures, tailored to fit their size and needs.  The scalability of the Rule provides a more efficient and appropriate means of safeguarding protected health information than would any single standard.  For example,

· The privacy official at a small physician practice may be the office manager, who will have other non-privacy related duties; the privacy official at a large health plan may be a full-time position and may have the regular support and advice of a privacy staff or board.  The privacy official for the Job Corps center could be the EEO staff person.

· The training requirement may be satisfied for a small covered entity by providing each new staff member with a copy of its privacy policies and documenting that new members have reviewed the policies; whereas, a large entity may provide training through live instruction, video presentations, or interactive software programs.

· The policies and procedures of small providers may be more limited under the Rule than those of a large hospital or health plan, based on the volume of health information maintained and the number of interactions within and outside of the health care system.

Q. Who must comply with these new HIPAA privacy standards?
A.  The Privacy Rule covers:

· Health plans

· Health care clearinghouses

· Health care providers who conduct certain financial and administrative transactions   electronically

Q.  When will covered entities have to meet these HIPAA privacy standards?

A. 
As Congress required in HIPAA, most covered entities have until April 14, 2003, to come into compliance with these standards, as modified by the August, 2002 final Rule.  Small health plans will have an additional year—until April 14, 2004—to come into compliance.

Q. 
Can health care providers engage in confidential conversations with other providers or with patients, even if there is a possibility that they could be overheard?

A.  Yes.  The HIPAA Privacy Rule is not intended to prohibit providers from talking to each other and to their patients.  Provisions of this Rule requiring covered entities to implement reasonable safeguards that reflect their particular circumstances and exempting treatment disclosures from certain requirements are intended to ensure that providers’ primary consideration is the appropriate treatment of their patients.  The Privacy Rule recognizes that oral communications often must occur freely and quickly in treatment settings.  Thus, covered entities are free to engage in communications as required for quick, effective, and high-quality health care. The Privacy Rule also recognizes that overheard communications in these settings may be unavoidable and allows for these incidental disclosures.

For example, the following practices are permissible under the Privacy Rule if reasonable precautions are taken to minimize the chance of incidental disclosures to others who may be nearby:

· Health care staff may orally coordinate health services.

· Nurses or other health care professionals may discuss a patient’s condition over the phone with the patient, a provider, or a family member.

· A health care professional may discuss lab test results with a patient or other provider in a joint treatment area.

· A physician may discuss a patient’s condition or treatment regimen in the patient’s semi-private room.

· Health care professionals may discuss a patient’s condition during training rounds in an academic or training institution.

· A pharmacist may discuss a prescription with a patient over the pharmacy counter, or with a physician or the patient over the phone.

In these circumstances, reasonable precautions could include using lowered voices or walking apart from others when sharing protected health information.  However, in an emergency situation, in a loud emergency room, or where a patient is hearing impaired, such precautions may not be practicable.  Covered entities are free to engage in communications as required for quick, effective, and high-quality health care.

Q.
Does the HIPAA Privacy Rule require hospitals and health care providers offices to be retrofitted, to provide private rooms, and soundproof walls to avoid any possibility that a conversation is overheard?
A,
No. The Privacy Rule does not require these types of structural changes be made to facilities.

Covered entities must have in place appropriate administrative, technical, and physical safeguards to protect the privacy of protected health information.  This standard requires that covered entities make reasonable efforts to prevent uses and disclosures not permitted by the Rule.  Facility restructuring is not considered to be a requirement under this standard.

For example, the Privacy Rule does not require the following types of structural or systems changes:

· Private rooms

· Soundproofing of rooms

· Encryption of wireless or other emergency medical radio communications that can be intercepted by scanners.

· Encryption of telephone systems

Covered entities must implement reasonable safeguards to limit incidental and avoid prohibited uses and disclosures.  The Privacy Rule does not require that all risk of protected health information disclosure be eliminated.  Covered entities must review their own practices and determine what steps are reasonable to safeguard their patient information.  In determining what is reasonable, covered entities should assess potential risks to patient privacy, as well as consider such issues as the potential effects on patient care, and any administrative or financial burden to be incurred from implementing particular safeguards.  Covered entities also may take into consideration the steps that other prudent health care and health information professionals are taking to protect patient privacy.

Examples of the types of adjustments or modifications to facilities or systems that may constitute reasonable safeguards are:

· Pharmacies could ask waiting customers to stand a few feet back from a counter used for patient counseling.

· In an area where multiple patient-staff communications routinely occur, use of cubicles, dividers, shields, curtains, or similar barriers may constitute a reasonable safeguard.  For example, a large clinic intake area may reasonably use cubicles or shield-type dividers, rather than separate rooms, or providers could add curtains or screens to areas where discussions often occur between doctors and patients or among professionals treating the patient.

· Hospitals could ensure that areas housing patient files are supervised or locked.

Q.
May Health and Wellness Centers use patient sign-in sheets or call out the names of their patients in their waiting rooms?
A.
Yes.  Covered entities may use patient sign-in sheets or call out patient names in waiting rooms, so long as the information disclosed is appropriately limited.  The Privacy Rule explicitly permits the incidental disclosures that may result from this practice, for example, when other patients in a waiting room hear the identity of the person whose name is called, or see other patient names on a sign-in sheet.  However, these incidental disclosures are permitted only when the covered entity has implemented reasonable safeguards and the minimum necessary standard, where appropriate.  For example, the sign-in sheet may not display medical information that is not necessary for the purpose of signing in (e.g., the medical problem for which the patient is seeing the physician).  See 45 CFR 164.502(a)(1)(iii).

Q.
Are patient medical charts prohibited from being maintained at bedside or outside of exam rooms, or from engaging in other customary practices where the potential exists for patient information to be incidentally disclosed to others?
A.
No.  The HIPAA Privacy Rule does not prohibit covered entities from engaging in common and important health care practices; nor does it specify the specific measures that must be applied to protect an individual’s privacy while engaging in these practices.  Covered entities must implement reasonable safeguards to protect an individual’s privacy.  In addition, covered entities must reasonably restrict how much information is used and disclosed, where appropriate, as well as who within the entity has access to protected health information.  Covered entities must evaluate what measures make sense in their environment and tailor their practices and safeguards to their particular circumstances.

For example, the Privacy Rule does not prohibit covered entities from engaging in the following practices, where reasonable precautions have been taken to protect an individual’s privacy:

· Maintaining patient charts at bedside or outside of exam rooms, displaying patient names on the outside of patient charts, or displaying patient care signs (e.g., high fall risk, diabetic diet) at patient bedside or at the doors of hospital rooms.

Possible safeguards may include: reasonably limiting access to these areas, ensuring that the area is supervised, or placing patient charts in their holders with identifying information facing the wall or otherwise covered, rather than having health information about the patient visible to anyone who walks by.

· Announcing patient names and other information over a facility’s public announcement system.

Possible safeguards may include: limiting the information disclosed over the system, such as referring the patients to a reception desk where they can receive further instructions in a more confidential manner.
Q.
May mental health practitioners or other specialists provide therapy to patients in a group setting where other patients and family members are present?

A.
Yes.  Disclosures of protected health information in a group therapy setting are treatment disclosures and, thus, may be made without an individual’s authorization.  Furthermore, the HIPAA Privacy Rule generally permits a covered entity to disclose protected health information to a family member or other person involved in the individual’s care.  Where the individual is present during the disclosure, the covered entity may disclose protected health information if it is reasonable to infer from the circumstances that the individual does not object to the disclosure.  Absent countervailing circumstances, the individual’s agreement to participate in group therapy or family discussions is a good basis for inferring the individual’s agreement.

Q.
How are covered entities expected to determine what is the minimum necessary information that can be used, disclosed, or requested for a particular purpose?
A.
The HIPAA Privacy Rule requires a covered entity to make reasonable efforts to limit use, disclosure of, and requests for protected health information to the minimum necessary to accomplish the intended purpose.  To allow covered entities the flexibility to address their unique circumstances, the Rule requires covered entities to make their own assessment of what protected health information is reasonably necessary for a particular purpose, given the characteristics of their business and workforce, and to implement policies and procedures accordingly.  This is not an absolute standard and covered entities need not limit information uses or disclosures to those that are absolutely needed to serve the purpose.  Rather, this is a reasonableness standard that calls for an approach consistent with the best practices and guidelines already used by many providers and plans today to limit the unnecessary sharing of medical information.

The minimum necessary standard requires covered entities to evaluate their practices and enhance protections as needed to limit unnecessary or inappropriate access to protected health information. It is intended to reflect and be consistent with, not override, professional judgment and standards.  Therefore, it is expected that covered entities will utilize the input of prudent professionals involved in health care activities when developing policies and procedures that appropriately limit access to personal health information without sacrificing the quality of health care.

Q.
Won’t the HIPAA Privacy Rule’s minimum necessary restrictions impede the delivery of quality health care by preventing or hindering necessary exchanges of patient medical information among health care providers involved in treatment?
A.
No.  Disclosures for treatment purposes (including requests for disclosures) between health care providers are explicitly exempted from the minimum necessary requirements.

Q.
Do the HIPAA Privacy Rule’s minimum necessary requirements prohibit medical residents, medical students, nursing students, and other medical trainees from accessing patients’ medical information in the course of their training?

A.
No.  The definition of “health care operations” in the Privacy Rule provides for “conducting training programs in which students, trainees, or practitioners in areas of health care learn under supervision to practice or improve their skills as health care providers.”  Covered entities can shape their policies and procedures for minimum necessary uses and disclosures to permit medical trainees access to patients’ medical information, including entire medical records.

Q.
Are providers required to make a minimum necessary determination to disclose to federal or state agencies, such as the Social Security Administration (SSA) or its affiliated state agencies, for individuals’ applications for federal or state benefits?

A.
No.  These disclosures must be authorized by an individual and, therefore, are exempt from the HIPAA Privacy Rule’s minimum necessary requirements.  Furthermore, use of the provider’s own authorization form is not required.  Providers can accept an agency’s authorization form as long as it meets the requirements of 45 CFR 164.508 of the Privacy Rule.  For example, disclosures to SSA (or its affiliated state agencies) for purposes of determining eligibility for disability benefits are currently made subject to an individual’s completed SSA authorization form.  After the compliance date, the current process may continue subject only to modest changes in the SSA authorization form to conform to the requirements in 45 CFR 164.508.

Q.
Does the HIPAA Privacy Rule strictly prohibit the use, disclosure, or request of an entire medical record?  If not, are case-by-case justifications required each time an entire medical record is disclosed?

A.
No.  The Privacy Rule does not prohibit the use, disclosure, or request of an entire medical record.  A covered entity may use, disclose, or request an entire medical record without a case-by-case justification, if the covered entity has documented in its policies and procedures that the entire medical record is the amount reasonably necessary for certain identified purposes.  For uses, the policies and procedures would identify those persons or classes of person in the workforce that need to see the entire medical record and the conditions, if any, that are appropriate for such access.  Policies and procedures for routine disclosures and requests and the criteria used for non-routine disclosures and requests would identify the circumstances under which disclosing or requesting the entire medical record is reasonably necessary for particular purposes.

The Privacy Rule does not require that a justification be provided with respect to each distinct medical record.

Finally, no justification is needed in those instances where the minimum necessary standard does not apply, such as disclosures to or requests by a health care provider for treatment purposes or disclosures to the individual who is the subject of the protected health information.

Q. A provider might have a patient’s medical record that contains older portions of a medical record that were created by another or previous provider.  Will the HIPAA Privacy Rule permit a provider who is a covered entity to disclose a complete medical record even though portions of the record were created by other providers?

A.
Yes.  The Privacy Rule permits a provider who is a covered entity to disclose a complete medical record including portions that were created by another provider, assuming that the disclosure is for a purpose permitted by the Privacy Rule, such as treatment.

Q.
How can family members of a deceased individual obtain the deceased individual’s protected health information that is relevant to their own health care?

A.
The HIPAA Privacy Rule recognizes that a deceased individual’s protected health information may be relevant to a family member’s health care.  The Rule provides two ways for a surviving family member to obtain the protected health information of a deceased relative.  First, disclosures of protected health information for treatment purposes—even the treatment of another individual—do not require an authorization; thus, a covered entity may disclose a decedent’s protected health information, without authorization, to the health care provider who is treating the surviving relative.  Second, a covered entity must treat a deceased individual’s legally authorized executor or administrator, or a person who is otherwise legally authorized to act on the behalf of the deceased individual or his estate, as a personal representative with respect to protected health information relevant to such representation.  Therefore, if it is within the scope of such personal representative’s authority under other law, the Rule permits the personal representative to obtain the information or provide the appropriate authorization for its disclosure.

Q.
How does a covered entity identify an individual’s personal representative?

A.
State or other law determines who is authorized to act on an individual’s behalf, thus the Privacy Rule does not address how personal representatives should be identified.  Covered entities should continue to identify personal representatives the same way they have in the past.  However, the HIPAA Privacy Rule does require covered entities to verify a personal representative’s authority in accordance with 45 CFR 164.514(h).  

Q.
Does the HIPAA Privacy Rule allow parents the right to see their children’s medical records?

A. 
Yes.  The Privacy Rule generally allows a parent to have access to the medical records about his or her child, as his or her minor child’s personal representative when such access is not inconsistent with state or other law.


There are three situations when the parent would not be the minor’s personal representative under the Privacy Rule.  These exceptions are: (1) when the minor is the one who consents to care and the consent of the parent is not required under state or other applicable law, (2) when the minor obtains care at the direction of a court or a person appointed by the court, and (3) when, and to the extent that, the parent agrees that the minor and the health care provider may have a confidential relationship.  However, even in these exceptional situations, the parent may have access to the medical records of the minor related to this treatment when state or other applicable law requires or permits such parental access.  Parental access would be denied when state or other law prohibits such access.  If state or other applicable law is silent on a parent’s right of access in these cases, the licensed health care provider may exercise his or her professional judgment to the extent allowed by law to grant or deny parental access to the minor’s medical information.

Q.
May a psychologist continue his practice to notify a parent before treating his or her minor child, even though the minor child is able to consent to such health care under state law?

A.
The HIPAA Privacy Rule would defer to state or other applicable law that addresses the disclosure of health information to a parent about a minor child.  If the minor child is permitted, under state law, to consent to such health care without the consent of her parent and does consent to such care, the provider may notify the parent when the state law explicitly requires or permits the health provider to do so.  If state law permits the minor child to consent to such health care without parental consent, but is silent on parental notification, the provider would need the child’s permission to notify a parent.

Q.
My state requires consent to use or disclose health information.  Does the HIPAA Privacy Rule take away this protection?

A.
No.  The Privacy Rule does not prohibit a covered entity from obtaining an individual’s consent to use or disclose his or her health information and, therefore, presents no barrier to the entity’s ability to comply with state law requirements.

Q. 
How does the HIPAA Privacy Rule change the laws concerning consent for treatment?

A.
The Privacy Rule relates to uses and disclosures of protected health information, not to whether a patient consents to the health care itself.  As such, the Privacy Rule does not affect informed consent for treatment, which is addressed by state law.

Q.
Does a physician need a patient’s written authorization to send a copy of the patient’s medical record to a specialist or other health care provider who will treat the patient?

A.
No.  The HIPAA Privacy Rule permits a health care provider to disclose protected health information about an individual, without the individual’s authorization, to another health care provider for that provider’s treatment of the individual.  See 45 CFR 164.506 and the definition of “treatment” at 45 CFR 164.501.

Q.
Must a health care provider or other covered entity obtain permission from a patient prior to notifying public health authorities of the occurrence of a reportable disease?

A.
No.  All States have laws that require providers to report cases of specific diseases to public health officials.  The HIPAA Privacy Rule permits disclosures that are required by law.  Furthermore, disclosures to public health authorities that are authorized by law to collect or receive information for public health purposes are also permissible under the Privacy Rule.  To do their job of protecting the health of the public, it is frequently necessary for public health officials to obtain information about the persons affected by a disease.  In some cases, they may need to contact those affected to determine the cause of the disease and to allow for actions to prevent further illness.


The Privacy Rule continues to allow for the existing practice of sharing protected health information with public health authorities that are authorized by law to collect or receive such information to aid them in their mission of protecting the health of the public.  Examples of such activities include those directed at the reporting of disease or injury, reporting deaths and births, investigating the occurrence and cause of injury and disease, and monitoring adverse outcomes related to food (including dietary supplements), drugs, biological products, and medical devices.  

Q.
Does the public health provision of the HIPAA Privacy Rule require covered entities to make public health disclosures?

A.
No.  The Privacy Rule’s public health provision permits, but does not require, covered entities to make such disclosures.  This provision is intended to allow covered entities to continue current voluntary reporting practices that are critically important to public health and safety.  The Rule also permits covered entities to disclose protected health information when state or other law requires covered entities to make disclosures for public health purposes.  For instance, many state laws require health care providers to report certain diseases, cases of child abuse, births, or deaths, and the Privacy Rule permits covered entities to disclose protected health information, without authorization, to make such reports.   

Q.
May covered entities disclose facially identifiable protected health information, such as name, address, and social security number, for public health purposes?

A.
Yes.  The HIPAA Privacy Rule permits covered entities to disclose the amount and type of protected health information that is needed for public health purposes.  In some cases, the disclosure will be required by other law, in which case, covered entities may make the required disclosure pursuant to 45 CFR 164.512(a) of the Rule.  For disclosures that are not required by law, covered entities may disclose, without authorization, the information that is reasonably limited to that which is minimally necessary to accomplish the intended purpose of the disclosure.  For routine or recurring public health disclosures, a covered entity may develop protocols as part of its minimum necessary policies and procedures to address the type and amount of information that may be disclosed for such purposes.  Covered entities may also rely on the requesting public health authority’s determination of the minimally necessary information.  

Q.
Does an individual have a right under the HIPAA Privacy Rule to restrict the protected health information his or her health care provider discloses for workers’ compensation purposes?

A.
Individuals do not have a right under the Privacy Rule at 45 CFR 164.522(a) to request that a covered entity restrict a disclosure of protected health information about them for workers’ compensation purposes when that disclosure is required by law or authorized by, and necessary to comply with, a workers’ compensation or similar law.  See 45 CFR 164.522(a) and 164.512(a) and (l).

Q.
Does the HIPAA Privacy Rule permit a health care provider to disclose an injured or ill worker’s protected health information without his or her authorization when requested for purposes of adjudicating the individual’s workers’ compensation claim?

A.
Covered entities are permitted to disclose protected health information for such purposes as authorized by, and to the extent necessary to comply with, workers’ compensation law.  See 45 CFR 164.512(l).  In addition, the Privacy Rule generally permits covered entities to disclose protected health information in the course of any judicial or administrative proceeding in response to a court order, subpoena, or other lawful process.  See 45 CFR 164.512(e).

Q.
Are covered entities required to make a good faith effort to obtain from their enrollees a written acknowledgment of receipt of the notice?

A.
No.  Under the HIPAA Privacy Rule, only covered health care providers that have a direct treatment relationship with individuals are required to make a good faith effort to obtain the individual’s acknowledgment of receipt of the notice.  See 45 CFR 164.520(c)(2)(ii).

Q.
Are health care providers required by the HIPAA Privacy Rule to post their entire notice at their facility or may they post just a brief description of the notice?

A.
Covered health care providers that maintain an office or other physical site where they provide health care directly to individuals are required to post their entire notice at the facility in a clear and prominent location.  The Privacy Rule, however, does not prescribe any specific format for the posted notice, just that it include the same information that is distributed directly to the individual.  Covered health care providers have discretion to design the posted notice in a manner that works best for their facility, which may be to simply post a copy of the pages of the notice that is provided directly to individuals.

Q.
Can a covered entity bypass obtaining an individual’s authorization for a use or disclosure not permitted by the HIPAA Privacy Rule simply by informing individuals of the use or disclosure through its notice of privacy practices?

A.
No.  A covered entity’s notice is not a substitute for an individual’s authorization.  Covered entities are required to obtain the individual’s written authorization for any use or disclosure of protected health information not permitted or required by the Privacy Rule.  See 45 CFR 164.508.  Simply including in the notice a description of such a use or disclosure does not obviate the need for the covered entity to obtain the individual’s prior written authorization, when that authorization is required by the Rule.  Instead, the notice must reflect the uses and disclosures a covered entity may make without the individual’s authorization, as permitted by Privacy Rule, as well as state that any other uses or disclosures only will be made with the individual’s written authorization.  See 45 CFR 164.520(b).

Q.
Is the covered entity required to give a notice to every patient or can the notice just be posted in the waiting room and with a copy provided to those patients who ask for it?

A.
The HIPAA Privacy Rule requires a covered health care provider with direct treatment relationships with individuals to give the notice to every individual no later than the date of first service delivery to the individual and to make a good faith effort to obtain the individual’s written acknowledgment of receipt of the notice.

Q.  If I believe that my privacy rights have been violated, when can I submit a complaint?

A.
By law, health care providers (including doctors and hospitals) who engage in certain electronic transactions, health plans, and health care clearinghouses, (collectively, covered entities) have until April 14, 2003, to comply with the HIPAA Privacy Rule.  (Small health plans have until April 14, 2004, to comply).  Activities occurring before April 14, 2003, are not subject to the Office for Civil Rights (OCR) enforcement actions.  After that date, a person who believes a covered entity is not complying with a requirement of the Privacy Rule may file with OCR a written complaint, either on paper or electronically.  This complaint must be filed within 180 days of when the complainant knew or should have known that the act had occurred.  The Secretary may waive this 180-day time limit if good cause is shown.  See 45 CFR 160.306 and 164.534.  OCR will provide further information on its website about how to file a complaint (www.hhs.gov/ocr/hipaa/). In addition, after the compliance dates above, individuals have a right to file a complaint directly with the covered entity.  Individuals should refer to the covered entity’s notice of privacy practices for more information about how to file a complaint with the covered entity.

Q. 
Can a physician’s office FAX patient medical information to another physician’s office?

A.  The HIPAA Privacy Rule permits physicians to disclose protected health information to another health care provider for treatment purposes.  This can be done by fax or by other means.   Covered entities must have in place reasonable and appropriate administrative, technical, and physical safeguards to protect the privacy of protected health information that is disclosed using a fax machine.   Examples of measures that could be reasonable and appropriate in such a situation include the sender confirming that the fax number to be used is in fact the correct one for the other physician’s office, and placing the fax machine in a secure location to prevent unauthorized access to the information.  See 45 CFR164.530(c).

Q.
Does the HIPAA Privacy Rule require that covered entities provide patients with access to oral information?

A.
No.  The Privacy Rule requires covered entities to provide individuals with access to protected health information about themselves that is contained in their “designated record sets.”  The term “record” in the term “designated record set” does not include oral information; rather, it connotes information that has been recorded in some manner. The Rule does not require covered entities to tape or digitally record oral communications, nor retain digitally or tape recorded information after transcription.  But if such records are maintained and used to make decisions about the individual, they may meet the definition of designated record set.   
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